
DEFENSE AGAINST 
THE DARK HATS

How to remain current in an ever-changing 
landscape by applying the basic strategies 

of attack and defense in cybersecurity



Mapping our route



Cryptography
�ƒ Cryptography.  n.  The art of writing or solving codes.

�ƒ You want to send a message from point A to point B.

�ƒ But the message might be intentionally intercepted, 
accidentally lost, or peeked at by your messenger.

�ƒ You only want authorized



Cryptography Definitions

�ƒPlaintext:Unencrypted input data

�ƒCiphertext: Output of the encryption process

CiphertextPlaintext Coder PlaintextDecoder



Cryptographic Key

�ƒMany cryptographic systems are constructed as a family of ciphers.

�ƒThe family may be publicly known – everyone knows how to code and 
decode messages, but they need to know the KEY value.

CiphertextPlaintext Coder PlaintextDecoder

KEY





Cryptography

�ƒMore complex replacement ciphers evolved:

�ƒThe Nazi 



Some Simple Ciphers
�ƒROT13

�ƒ A Caesar cipher with a fixed alphabet shift.  Used in the early days of the Internet to send spoilers and 
potentially offensive material.  Not intended to be secure, but allow voluntary protection from being exposed 
to information.

�ƒOne -time pad

�ƒ This is perhaps the only truly uncrackable code.
�ƒ Each element is coded using a separate, randomly selected codebook.  The sender and receiver must know 

the common codebook for each element.  For example, one could create a Caesar cipher where the shift 
for each character is potentially different, and chosen at random (but shared between message sender and 
recipient).  No set of codes is ever reused.



Public Key Cryptography

�ƒThe Diffie– Hellman Key Exchangeused Public -Key Cryptography :
�ƒ



Cryptography Activity
�ƒ I will direct you to the website: picoctf.org

�ƒ Use the Username: DATDH (for Defense Against the Dark Hats)

�ƒ Guess the password!

�ƒ To decode each secret message, try an approach – the correct approach will give you a message that 
looks like English words (without spaces between them).



Cryptography Activities
�ƒThe NumbersCipher, entry format:

�ƒPICOCTF{ALLCAPSNOSPACES}

�ƒA pretty simple cipher, but not one that we talked about before.

�ƒCaesar Cipher, entry format:
�ƒpicoCTF{ lowercasenospaces}

�ƒThe answer may not entirely look legit.

�ƒEasy1 Cipher (one-time pad), entry format:
�ƒpicoCTF{ALLCAPSNOSPACES}

�ƒActually not that easy!  HINT: the first coded message letter, U, along with 
the first KEY letter, S, can be decoded to the letter ‘C’.

�ƒ13 Cipher , entry format:
�ƒpicoCTF{ lower_case_with_underscores}



Mapping our route

THE HISTORY OF 
CRYPTOGRAPHY AND OF 

HACKING

HACKING AROUND THE WORLD HOW TO BE A WHITE HAT



The Cybersecurity Arms Race
�ƒNov 2, 1988 The firstglobal cybersecurity attack the Morris Worm infected using 

buffer-overflow exploit in email protocols
�ƒAbout 10% of all computers on the internet were rendered useless

�ƒTwo new defense strategies emerged from the Morris Worm 
�ƒTry to detect infected files (this led to anti-virus software) 
�ƒBlock all packets except the ones delivered in a controlled way (this led to firewalls)

�ƒResponse to firewalls - hackers started utilizing exploits on the servers with 
legitimate websites to attack normal users

�ƒResponse to anti-virus software - hackers changed how their malware would 
be identified (i.e. their signature) without changing its functionality





Social Engineering
�ƒ Phishing (e.g. email with a fake link) 

�ƒ Pretexting (e.g. fake security representative asks for your password to secure your account he claims has been breached) 

�ƒ Reverse Social Engineering (e.g. fake tech support company uses search engine optimization to position their phone number at the top 
of a Google search of a malware they are secretly responsible for and then asks you to give access to your computer to solve it when 
you call) 

�ƒ Tailgating (e.g. following a real employee through the secure door and dropping a flash drive with malware) 

�ƒ Whaling and Spear Phishing (e.g. deep research into Yahoo Engineer to fool him and get access to everyone’s email) 

�ƒ Social engineering has been around long as there has been coveted information

�ƒ 2013, over 110 million customers had personal and credit card info stolen, because of Social engineering on an HVAC company with 





Major Updates in Cyber Security
�ƒThe problem has exploded in severity!

�ƒ In 1988 there was virtually no cost to cybersecurity

�ƒ The average cost of a security breach affecting small businesses rose from $229k in 2018 to $369k in 2019

�ƒ According to Cybersecurity Ventures, cybercrime will cost the global economy $6.1 trillion annually in 2021

�ƒThe complexity; AI and machine learning have made attacks and pre-attack research more effective and sophisticated

�ƒThe risk; in 2018 the FBI told The Wall Street Journal that every American citizen’s data may be stolen and on the 
dark web 

�ƒThe reward - the average cybersecurity salary is rising to just shy of $100,000 dollars per year





“Man- In-The-Middle” Attack
�ƒ Points A and B think that they’re just talking to each other, in private

�ƒ In reality, there is a SPY, S, in the middle, intercepting and 
forwarding messages.





Exploit Activity

�ƒWrite a script, and act out an example of a “Man in the Middle” 
attack.

�ƒCould be cyber-ish scenario or real-world scenario.



Act Out a Man-in-the-Middle Scenario
Cast:      Joe Browser (wants to browse their favorite web site)

Bette Midler (intercepts the website request, forwards the request, but intercepts keystrokes)

Ender Wiggin (legitimate web site, does not know that anything is wrong)

Example dialogue:

Joe: Hi Ender, how are you doing today?

Bette (intercepting the greeting, to Ender): Hi Ender, how are you doing today?

Ender (thinking they are communicating with Joe, but are actually communicating with Bette): Hi Joe, I’ve 
got many things to show you, but first I’d like you to log in, just like you always do.

Bette (to Joe): Hi Joe, I’ve got many things to show you, but first I’d like you to log in, just like you always do.

NOTE: Have the narrator tell us what the person in the middle is doing.  For example, writing down usernames and 
passwords.  

Change the names, to protect the innocent.  Do not ever use your real passwords in any examples. �-



Cracking Passwords

�ƒPasswords are used as keys to access things that you consider valuable:
�ƒYour GMail, Instagram, Snapchat, Twitter and Facebook accounts
�ƒYour Amazon and other shopping accounts
�ƒYour Fortnite, Warcraft, Minecraft, League of Legends, etc.

�ƒPasswords are often stored using encryption
�ƒBut - when a service is cracked, hackers can often guess your password by trying 

every possible combination of dictionary words and other common decorations.  
�ƒWhen they produce ciphertextthat matches your password’s ciphertext, they’ve got 

a crack, and  you’re toast!





Password Recommendations
�ƒ Use 12- character minimum

�ƒ Use passphrases, and mix in symbols and numbers

�ƒ Avoid combining fewer than 4 dictionary words or names

�ƒ Don’t reuse passwords, if you can avoid it

�ƒ Use a different password for each service

�ƒ Don’t use too many repeated characters

�ƒ A good password looks like random letters, but is easy for you to remember:
�ƒ Otywsse!1778SSE



Lucrative Careers in Cybersecurity
�ƒ There will be as many as 3.5 million unfilled positions in the cybersecurity industry in 2021

�ƒ A typical Security Systems Administrator will make over $80,000 a year in their first year

�ƒ A penetration tester ethicallyhacks a company (secures the contract and permission to hack 
BEFOREHAND) then shows the results and proposes security solutions
�ƒ According to Ziprecruiterthe average Pen tester salary in 2021 is $116,323 /year or $56 per hour

�ƒ Three cybersecurity and IT based executive board titles are, Chief Information Officer (CIO), Chief 



YOU MADE IT!
Let’s play a game to celebrate




	Defense Against the dark hats

