DEFENSE AGAINST
THE DARK HATS
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HACKING

HACKING AROUND THE WORLD

HOW TO BE A WHITE HAT
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f Phishing(e.g. email with a fake link)
f Pretexting(e.g. fake security representative asks for your password to secure your account he claims has been breached)

f Reversesocial Engineerinfe.g. fake tech support company uses search engine optimizgpiosition their phone number at the top
of aGooglesearch of a malware they are secretly responsible for and then asks you to give access to your computer to solve it when
you call)

f Tailgating(e.g. following a real employee through the secure door and dropping a flash drive with malware)
f Whalingand Spear Phishine.g. deep research into Yahoo Engineer to fool him and get access to everyone’s email)
f Socialengineering has been around long as there has been coveted information

f 2013, over 110 million customers had personal and credit card info stolen, because of Social engineering on an HVAC company with







Maor U Cyber Secur

f The problem has exploded in severity!

f In 1988there was virtually no cost twybersecurity
f Theaverage cost of a security breach affecting smalnessesosefrom $229k in 2018 to $369k in 2019
f According toCybersecuritywentures, cybercrime will cost the global economy $6.1 trillion annually in 2021

f The complexity; Al and machine learning have made attacks arattpok- research more effective and sophisticated

f Therisk; in 2018 the FBI told The Wall Street Journal that every American citizen’s data may be stolerfand on
dark web

f Thereward- theaverage cybersecurity salary is rising to just shy of $100,000 dp#arsear
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EX

MWrite a script, and act out an example of a “Mamhe Middle”
attack.

fCould be cybersh scenario or realvorld scenario.
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YOU MADE IT!
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