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This module will build on the knowledge and skills gained via introducing participants to the “Java
programming” module. In this module, participants will learn about the importance of secure
programming and how they can apply simple, but effective techniques to make sure that their programs
are more secure. For example, the concept of buffer overflow will be fully explained and used as an
example of a very common security vulnerability that can be avoided by simply checking boundary
conditions. Moreover, the concepts of input validation and black-box implementation will be introduced as
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Activities in this module map directly to the following two outcomes proposed in our grant proposal:

1. Demonstrate in-depth understanding of the cybersecurity First Principles.

4. Have a better understanding of essential problem solving and programming concepts.

5.  Apply programming knowledge and skills to design and implement reliable software systems that
takes into account software assurance concepts.
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Lab Computers

Eclipse IDE

.NET Visual Studio IDE

Lab Handouts
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-Discussion of secure coding basics

-Students will be involved in editing and running a number of Java and C++ programs

-Kahoot Quiz on programming basics

-Delivering customized modules to each group (more challenging labs will be given to high school
students).

51JT MFTTPO JODMVEFT
0] .BQQJOH UP $zCFS 4FpvsJuz "I B89dBMATFTPUIWERT

Ul "TTFTTNFOUT




.BQQJOH UP $ZCFS 4FDVSJUZ 'JSTU 1SJODJQMFT

%PNBJO 4FQBSBUJPO "CTUSBDUJPO
1SPDFTT *TPMBUJPO %BUB )JEJOH
3FTPV&DBBQTVMBUJPO -BZFSJOH

.PEVMBSJUZ 4JNQMJDJUZ
-FBTU 1SJWJIMFHF -JOJNJ[BUJPO

"TTFTTNFOU PG -FBSOJOH
5:1& &YBNQMFT -JTUFE #FMPX /" & %&4$3*15*0/

"DDPNNPEBUJPOT &YBNQMFT NBZ JODMVEF DMPTFE DBQUJPOJO
BDDPNNPEBUJPOT GPS TUVEFOUT XJUI EJTBCIMJUJFT

%FTDSJQUJPO PG &YUFOTJPO "DUIJWJUZ JFT

"DLOPXMFEHFNFOUT



	Blank Page

	Lesson Title: Secure Coding
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