
 

19 May 2022 

Volatility (1:00 ς 1:50 pm EST) 
 

Ransomware and the Zero Trust Framework (2:00 ς 2:50 pm EST) 

Mark your calendars and come join your friends in the CAE community for a Tech Talk. CAE 

Tech Talks are free and conducted live in real-time over the Internet so no travel is required. 

Capitol Technology University (CTU) hosts the presentations using Zoom which employs slides, 

VOIP, and chat for live interaction. Just log in as άGuestέ and enjoy the presentation(s).  

Below is a description of the presentations and logistics of attendance: 

PRESENTATION #1 

Topic: Volatility 

Time: 1:00pm ς 1:50 pm EST 
 
Location: https://captechu.zoom.us/j/664120328 

Wǳǎǘ ƭƻƎ ƛƴ ŀǎ άDǳŜǎǘέ ŀƴŘ ŜƴǘŜǊ your name. No password required. 

Presenter(s):  George Meghabghab, Roane State Community College 

Description: Volatility is an open-source memory forensics framework for incident response 
and malware analysis. The presentation is of practical nature and will involve a hands-on 
analysis of a memory image. The presentation will extract network information, process 
information, event logs and hive registers. We will recover event logs and show how they would 
like at the time of the actual acquisition. Ban accounts will be recovered. We will also include 
hybrid malware analysis of our processes and determine which process caused the malware 
infection. 

PRESENTATION #2 

https://captechu.zoom.us/j/664120328


Topic: Ransomware and the Zero Trust Framework 

https://captechu.zoom.us/j/664120328
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.caecommunity.org%2Fresources%2Fcae-tech-talk-resources&data=04%7C01%7Clmscot3%40uwe.nsa.gov%7C3fa56b8757114c508e4408d98e69207c%7Cd61e9a6ffc164f848a3e6eeff33e136b%7C0%7C0%7C637697404456693446%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=6A5n3CiIUt2pmGMCtsmnWJ3w7uWuZ8VfieEWpuIWx5A%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.caecommunity.org%2Fresources%2Fcae-tech-talk-resources&data=04%7C01%7Clmscot3%40uwe.nsa.gov%7C3fa56b8757114c508e4408d98e69207c%7Cd61e9a6ffc164f848a3e6eeff33e136b%7C0%7C0%7C637697404456693446%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=6A5n3CiIUt2pmGMCtsmnWJ3w7uWuZ8VfieEWpuIWx5A%3D&reserved=0
mailto:CAETechTalk@nsa.gov

