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Write a suitable set of security policies for different scenarios.
Apply various access control techniques. 
Compare the basic tools and techniques used to attack systems.
Explain the different types of attacks.
Specify procedures for password/username management.
Explore the use of security tools in defending user/group accounts.
Explore techniques for integrity management.
Demonstrate the use of logging, auditing, and backup techniques for security.
Explain the basic cryptography concepts.
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As outlined by the federal definition of a "credit hour", the following should be a consideration

regarding student work - For every one hour of classroom or direct faculty instruction,

there should be a minimum of two hours of out of class student work.

Overview of computer security
Definition and discussion of computer security
Security problems in computing

Attacks to Host Computer Systems
Attacker profiles
Attacking strategies

Introduction to an operating system
The operating systems overview
Operating system utilities
Operating system user administrative commands

Identification and Authentication
Managing username and passwords
Password management utilities
Authentication techniques
Use of password cracking tools

File systems and access control
File ownership and user groups
Strategies for defending group accounts
working with files/directories
Using File Manager

Integrity Management
Immutable and append only files
Read only files
Checksum and signatures
Use of integrity checking tools

File System and security
Access control through file permissions
Setting up access control lists
Other file protection schemes
Basic computer forensics methods
Electronic records management
Electronic evidence

Auditing, logging, backup
Log file utilities
Rotating and tracking log files
Protecting and viewing log files
Operating system specific tools for auditing and logging
Backup file systems
Linus tools for backup

Encryption for Host System
Symmetric encryption
Asymmetric encryption

Policies and guidelines
Policy developpend only files
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How will the instructor-student andstudent-student interaction take place?(if applicable)How will student achievement be evaluated?How will academic honesty for testsand assignments be addressed?

Liberal Studies Section

 - Complete this section only for a new Liberal Studies course or Liberal Studies course revisionIf Completing this Section,Check the Box to the Right:NOTE: you must check this box if the Course/Program has previously been approved for Liberal StudiesLiberal Studies Course Designations (Check all that apply)Learning Skills:Knowledge Area:Liberal Studies ElectivePlease mark the designation(s) that apply - must meet at least oneExpected Undergraduate StudentLearning Outcomes(EUSLOs)Map the Course Outcome to theEUSLO'sMap each course outcome to the appropriate EUSLOs tha apply. Fill in the course outcome numberSee  for additional information regarding mapping https://www.iup.edu/liberal/faculty-and-staff/euslos/EUSLOsInformed Learners demonstrate:Course SLO #

the ways of modeling the natural, social and technical worlds

The aesthetic facets of human experience

the past and present from historical, philosophical and social perspectives

the human imagination, expression and traditions of many cultures

the interrelationships within and across cultures & global communities

the interrelationships within and across disciplines

https://www.iup.edu/liberal/faculty-and-staff/euslos/




Liberal Studies courses must include

the perspectives and contributions

of ethnic and racial minorities and

of women whenever appropriate to

the subject matter.  Please explain

how this course will meet this

http://ihelp.iup.edu
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